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SHORT FORM APPLICATION FOR ARCH NETSAFE® 2.0 

NETWORK SECURITY & PRIVACY & MEDIA INSURANCE 

NOTICE: THE LIABILITY COVERAGE PARTS OF THIS POLICY PROVIDE CLAIMS MADE 
COVERAGE.  EXCEPT AS OTHERWISE PROVIDED, SUCH COVERAGE APPLIES ONLY TO CLAIMS 
FIRST MADE AGAINST THE INSUREDS DURING THE POLICY PERIOD AND REPORTED TO THE 
INSURER NO LATER THAN 60 DAYS AFTER THE END OF THE POLICY PERIOD.   EACH APPLICABLE 
LIMIT OF LIABILITY SHALL BE REDUCED, AND MAY BE EXHAUSTED, BY DEFENSE COSTS 
PAYMENTS.   IF ANY LIMIT OF LIABILITY IS EXHAUSTED, THE INSURER SHALL HAVE NO FURTHER 
LIABILITY FOR THE COVERAGE TO WHICH SUCH LIMIT APPLIES, INCLUDING LIABILITY FOR 
DEFENSE COSTS.  ALL LOSS PAYMENTS, INCLUDING DEFENSE COSTS PAYMENTS, SHALL APPLY 
TO THE RETENTION. 
 
NOTICE: A POLICY WILL NOT BE ISSUED UNLESS THE APPLICATION IS PROPERLY 
COMPLETED, SIGNED AND DATED. 
 
NOTICE: THIS APPLICATION, INCLUDING ANY INFORMATION AND MATERIALS SUBMITTED 
WITH THIS APPLICATION, SHALL BE HELD IN CONFIDENCE. 
 

Instructions for Completing This Application 
 
Please read carefully, fully answer all questions, and submit all requested information for each coverage 
applied for.   Attach additional pages if more space is required to answer a question or respond to information 
request.  As used herein, “Applicant” means the organization specified in item 1 below and each entity 
controlled by such organization for which coverage is applied for.  Checking any box labeled "N/A" means that 
the information requested is not applicable to the operations of the Applicant.   
 

NAME, ADDRESS, AND CONTACT INFORMATION 

 Name of Applicant:        
 Principal Address:       
 City:       State:       Zip Code:       
 Date of Formation:       
 Website Address:       
 Name of Contact Person:                
 Contact Person E-Mail Address:       
   
GENERAL INFORMATION 

 
 Description of Business Operations:                 
 Names and Locations of Subsidiaries or 

Affiliates for which coverage is desired: 
      

 Number of Branch Offices:       
 Number of Employees:       
 Number of Server Locations:       
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COVERAGE REQUESTED 
Please check each coverage applied for and insert the requested limit of liability. 

Coverage Part  Limit of Liability 
A. Network Security & Privacy Liability   $      
B. Media Liability   $      
C. Data Incident Response Expense   $      
D. Business Interruption   $      
E. Cyber Extortion   $      
F. Technology Services and Products and Professional Liability N/A $      

If >$5,000,000 limit being sought for any of the above, or if Technology Services and Products and 
Professional Liability (Coverage F) is desired, a long form application will be required. 

INDUSTRY REQUIREMENTS FOR SHORT FORM APPLICANTS (Required for All Applicants): 

Does your company:  

1. generate >$500,000,000 revenues annually?  Yes   No  
2. provide any healthcare services (including any healthcare or related products) or host or have 

access to any individual’s private health information or health related billing information (other 
than your company’s employee information)?  Yes   No  

3. hold any government information?  Yes   No  
4. operate in the public sector?  Yes   No  
5. operate as a financial institution or provide any financial or payment processing services of 

any kind?  Yes   No  
6. operate in an industry serving consumers or selling products directly to consumers (hospitality, 

retail, consumer product, ecommerce, etc.)?  Yes   No  
7. qualify as an educational institution or online educational service company?  Yes   No  

If “yes” answered to any of the following, a long form application will be required. 

DATA INFORMATION (Complete if Coverage A, C or E is Requested) 
1.  Please identify the private information being stored or processed, including that of your own 

employees.: 
 

2. How many of the above types of records do you process annually or store at any one time? 
 Less than 50,000 
 More than 50,000 

Social security number or taxpayer ID number                                               
  
Drivers license number, passport number, or                                                 
any other state or federal identification number  
  
Medical or healthcare data including protected health information                
 
Financial account record                                                                                
Proprietary business information                                                                    
3rd Party confidential information                                                                    
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For applicants with >50,000 records, a long form application will be required. 

 
3. Approximately how many credit/debit card transactions do you expect to handle in the next 12 months 

companywide:       

For applicants with >50,000 transactions, a long form application will be required. 

NETWORK SECURITY CONTROLS (Complete if Coverage A, C or E is Requested) 
 
4. Is firewall technology used and regularly updated to prevent unauthorized access to and from internal 

networks and external networks?  Yes   No    
5. Is anti-virus software installed and regularly updated on all computers/servers that connect to your 

network?  Yes   No  
 

PRIVACY CONTROLS (Complete if Coverage A, C or E is Requested) 

1. Do you ensure that all private information is encrypted at rest? Yes   No  In transit? Yes   No    

MEDIA CONTROLS (Complete if Coverage B is Requested) 

1. Do you publish a bulletin board, chat room or otherwise allow users to upload or post content to your 
website? Yes   No  

    If yes, do you have a process for monitoring, approving and removing such content? Yes   No  
2. Do you have legal review of your content performed by staff or outside attorney? Yes   No   If no, 

what review is being completed?       
3. Is legal review performed on all intellectual property utilized in the course of your business operations?  
  Yes   No   N/A  
4.  Do you have written clearance procedures in place regarding use, licensing, and consent agreements for 

third party content used by you in your products or services and on your website or in your promotional 
materials? Yes   No   If no, please explain:       

5.    Do you have written guidelines for your use of social media and its use by your employees? Yes   No    
If no, please explain:       

BUSINESS INTERRUPTION CONTROLS (Complete if Coverage D is Requested) 

1. Percent of revenues that are network dependent:       % 
2. What is your estimated recovery time for critical systems to restore 

operations after a cyber attack or other loss/corruption?       

PRIOR LOSSES, CIRCUMSTANCES, & EVENTS (Required for All Applicants) 

IF YOU ANSWER YES TO ANY OF THESE QUESTIONS PLEASE ATTACH SEPARATE SHEET(S) WITH 
A FULL DESCRIPTION OF EACH INCLUDING DATES, ALLEGATIONS, CIRCUMSTANCES, COSTS, 
SETTLEMENT/JUDGEMENT AMOUNTS, ETC. 

 

1. During the last 3 years, have you had any information security breaches including unauthorized access, 
unauthorized use, denial of service attack, breach, theft of data, fraud, electronic vandalism, sabotage or 
other security events?  Yes   No   

2. During the last 3 years, have you received a complaint or an injunction arising out of intellectual property 
infringement, content or advertising? Yes   No  

3. During the last 3 years, has anyone made a demand, claim, complaint, or filed a lawsuit against you that 
would or could be covered under this policy?  Yes   No  

4. During the last 3 years, have you been the subject of an investigation or action by any regulatory or 
administrative agency for privacy related violations?  Yes   No  

5. During the last 3 years, have you experienced a disruption to your computer system that lasted longer 
than 4 hours for any reason (other than planned downtime)?  Yes   No  
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If yes, please attach full details. 

PRIOR KNOWLEDGE -- ALL COVERAGE PARTS (DO NOT COMPLETE FOR RENEWAL 
APPLICATIONS) 
 
6. Are you aware of any circumstance or event that could result in a claim being made against the policy 

being applied for?  Yes   No  

IT IS AGREED THAT ANY LOSS ARISING FROM, BASED UPON, OR ATTRIBUTABLE TO ANY EVENT 
OR CIRCUMSTANCE OF WHICH ANY PERSON OR ENTITY HAS ANY KNOWLEDGE OR INFORMATION 
WILL BE EXCLUDED FROM COVERAGE UNDER THE PROPOSED INSURANCE 

APPLICATION MUST BE SIGNED AND DATED BY AN AUTHORIZED OFFICER, PARTNER OR 
PRINCIPAL. 

THIS APPLICATION DOES NOT BIND THE APPLICANT OR THE COMPANY, NOR DOES IT OBLIGATE 
THE COMPANY TO ISSUE A POLICY OR INSURE ANY SERVICES.  HOWEVER, IT IS AGREED THAT 
SHOULD A POLICY BE ISSUED, THIS APPLICATION WILL BE ATTACHED TO AND MADE A PART OF 
THE POLICY. 

THE UNDERSIGNED(S) CERTIFIES THAT HE/SHE IS THE DULY AUTHORIZED REPRESENTATIVE(S) OF 
EACH PROPOSED INSURED WHICH SUBMITS THIS APPLICATION FOR A POLICY OF INSURANCE.  
THE STATEMENTS AND INFORMATION ABOVE AND ALL SCHEDULES AND DOCUMENTS SUBMITTED, 
OF WHICH THE UNDERWRITER RECEIVES NOTICE, ARE DEEMED PARTS OF THE APPLICATION (ALL 
OF WHICH SCHEDULES AND DOCUMENTS SHALL BE DEEMED ATTACHED TO THE POLICY AS IF 
PHYSICALLY ATTACHED THERETO), AND THE WORD "APPLICATION" REFERS TO ALL OF THE 
FOREGOING. 

EACH PROPOSED INSURED REPRESENTS THAT THE STATEMENTS SET FORTH IN THE APPLICATION 
ARE TRUE AND CORRECT, AND THAT REASONABLE EFFORTS HAVE BEEN MADE TO OBTAIN 
INFORMATION SUFFICIENT FOR ACCURATE COMPLETION OF THIS APPLICATION.  IT IS FURTHER 
AGREED BY EACH PROPOSED INSURED THAT EACH POLICY OR RENEWAL THEREOF, IF ISSUED, IS 
ISSUED IN RELIANCE UPON THE TRUTH OF THE REPRESENTATIONS AND INFORMATION IN THE 
APPLICATION. 

EACH PROPOSED INSURED UNDERSTANDS AND AGREES THAT ANY INSURANCE POLICY ISSUED 
BY THE COMPANY SHALL BE SUBJECT TO RESCISSION IF THIS APPLICATION CONTAINS ONE OR 
MORE MISREPRESENTATIONS OR OMISSIONS MATERIAL TO THE ACCEPTANCE OF THE RISK BY 
THE COMPANY. 

IF THE INFORMATION SUPPLIED ON THIS APPLICATION OR ATTACHMENTS THERETO CHANGES 
BETWEEN THE DATE OF THIS APPLICATION AND THE INCEPTION DATE OF THE POLICY, THE 
APPLICANT WILL IMMEDIATELY NOTIFY THE COMPANY OF SUCH CHANGES. 

NOTICE:  ANY PERSON WHO, KNOWINGLY OR WITH INTENT TO DEFRAUD OR TO FACILITATE A 
FRAUD AGAINST ANY INSURANCE COMPANY OR OTHER PERSON, SUBMITS AN APPLICATION OR 
FILES A CLAIM FOR INSURANCE CONTAINING FALSE, DECEPTIVE OR MISLEADING INFORMATION 
MAY BE GUILTY OF INSURANCE FRAUD. 

 
NOTICE TO ALABAMA APPLICANTS: Any person who knowingly presents a false or fraudulent claim for 
payment of a loss or benefit, or who knowingly presents false information in an application for insurance is 
guilty of a crime and may be subject to restitution or confinement in prison, or any combination thereof. 
 
NOTICE TO ARKANSAS, LOUISIANA, NEW MEXICO, RHODE ISLAND AND WEST VIRGINIA 
APPLICANTS: Any person who knowingly presents a false or fraudulent claim for payment of a loss or 
benefit, or knowingly presents false information in an application for insurance is guilty of a crime and may be 
subject to fines and confinement in prison. 
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NOTICE TO COLORADO APPLICANTS: It is unlawful to knowingly provide false, incomplete, or misleading 
facts or information to an Insurance Company for the purpose of defrauding or attempting to defraud the 
Company. Penalties may include imprisonment, fines, denial of insurance, and civil damages. Any Insurance 
Company or agent of an Insurance Company who knowingly provides false, incomplete, or misleading facts or 
information to a policyholder or claimant for the purpose of defrauding or attempting to defraud the 
policyholder or claimant with regard to a settlement or award payable from insurance proceeds shall be 
reported to the Colorado Division of Insurance within the Department of Regulatory Agencies. 

NOTICE TO DISTRICT OF COLUMBIA APPLICANTS: Warning:  It is a crime to provide false or misleading 
information to an insurer for the purpose of defrauding the insurer or any other person. Penalties include 
imprisonment and/or fines. In addition, an insurer may deny insurance benefits if false information materially 
related to a claim was provided by the applicant. 

NOTICE TO FLORIDA APPLICANTS: Any person who knowingly and with intent to injure, defraud, or 
deceive any insurer files a statement of claim or an application containing any false, incomplete or misleading 
information is guilty of a felony in the third degree. 

 
NOTICE TO KANSAS APPLICANTS: Any person who, knowingly and with intent to defraud, presents, 
causes to be presented or prepares with knowledge or belief that it will be presented to or by an insurer, 
purported insurer, broker or any agent thereof, any written statement as part of, or in support of, an application 
for the issuance of, or the rating of an insurance policy for personal or commercial insurance, or a claim for 
payment or other benefit pursuant to an insurance policy for commercial or personal insurance which such 
person knows to contain materially false information concerning any fact material thereto; or conceals, for the 
purpose of misleading, information concerning any fact material thereto commits a fraudulent insurance act.  

NOTICE TO KENTUCKY APPLICANTS: Any person who knowingly and with the intent to defraud any 
Insurance Company or other person files an application for insurance containing any materially false 
information, or conceals for the purpose of misleading, information concerning any fact material thereto, 
commits a fraudulent insurance act, which is a crime. 

 
NOTICE TO MAINE, TENNESSEE, VIRGINIA AND WASHINGTON APPLICANTS: It is a crime to knowingly 
provide false, incomplete or misleading information to an Insurance Company for the purpose of defrauding 
the Company.  Penalties include imprisonment, fines and denial of insurance benefits. 
 
NOTICE TO MARYLAND APPLICANTS:  Any person who knowingly or willfully presents a false or fraudulent 
claim for payment of a loss or benefit or who knowingly or willfully presents false information in an application 
for insurance is guilty of a crime and may be subject to fines and confinement in prison. 

NOTICE TO NEW JERSEY APPLICANTS: Any person who includes any false or misleading information on 
an application for an insurance policy is subject to criminal and civil penalties. 

NOTICE TO NEW YORK APPLICANTS: Any person who knowingly and with intent to defraud any Insurance 
Company or other person files an application for insurance or statement of claims containing any materially 
false information, or conceals for the purpose of misleading information concerning any fact material thereto, 
commits a fraudulent insurance act, which is a crime, and shall also be subject to a civil penalty not to exceed 
five thousand dollars and the stated value of the claim for each such violation. 

NOTICE TO OHIO APPLICANTS: Any person who, with intent to defraud or knowing that he is facilitating a 
fraud against an insurer, submits an application or files a claim containing a false or deceptive statement is 
guilty of insurance fraud. 

NOTICE TO OKLAHOMA APPLICANTS:  WARNING:  Any person who knowingly, and with intent to injure, 
defraud or deceive any insurer, makes any claim for the proceeds of an insurance policy containing any false, 
incomplete or misleading information is guilty of a felony 
NOTICE TO OREGON APPLICANTS: Any person who, knowingly and with intent to defraud or facilitate a 
fraud against any insurance company or other person, submits an application, or files a claim for insurance 
containing any false, deceptive, or misleading material information may be guilty of insurance fraud.  
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NOTICE TO PENNSYLVANIA APPLICANTS: Any person who knowingly and with the intent to defraud any 
Insurance Company or other person files an application for insurance or statement of claim containing any 
materially false information, or conceals for the purpose of misleading, information concerning any fact 
material thereto, commits a fraudulent insurance act, which is a crime and subjects such person to criminal 
and civil penalties. 

NOTICE TO PUERTO RICO APPLICANTS: Any person who knowingly and with the intent to defraud, 
presents false information in an insurance request form, or who presents, helps, or has presented a fraudulent 
claim for the payment of a loss or other benefit, or presents more than one claim for the same damage or loss, 
will incur a felony, and upon conviction will be penalized for each violation with a fine of no less than five 
thousand dollars ($5,000) nor more than ten thousand dollars ($10,000); or imprisonment for a fixed term of 
three (3) years, or both penalties.  If aggravated circumstances prevail, the fixed established imprisonment 
may be increased to a maximum of five (5) years; if attenuating circumstances prevail, it may be reduced to a 
minimum of two (2) years. 

____________________________________________________________ 
SIGNED BY AUTHORIZED OFFICER, PARTNER OR PRINCIPAL 

      
PRINT OR TYPE NAME & TITLE 

      
PHONE NUMBER 

      
DATE 


